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2.1. VANET

VANET(Vehicular Ad-hoc Network) ©|F3}=
Apepo] B FAE ] A7F 7t viA A E AEshE of
=5 VI ES A o]tk o] mul ofE=2 vlESS
5 %3} MANET(Mobile Ad-hoc Network)$} -+
=& JfdeltH3]. o] vEYZE V2ve}l V2I(Vehicle
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DSRC/WAVES AF8-3Ht}l. VANETOA] =& 7k A=
AL SlE AMEE B ZEREZE F SR
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2.2. WAVE
WAVE(Wireless Access in Vehicular
Environment)+ ITS(Intelligent Transportation

System) 27 o)A A8ty AT 3-4 7R AN AE
xﬂJ-g}ﬂ Ha‘]— T/HEA] A]/\Eﬂolr/}. WAVEQ]r 34-9;]5]
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o] e “ﬂ*lxl Hel Mu|~E Avsle IEEE
1609.2, WAVE Y| E%]7) 48] ~Z ]38} [EEE 1609.3,
o A 7152 A9stE [EEE 1609.42 7AF o]
sitH4]. IEEE 802.11p WAVEE $|3 EejA 23}
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ARy 334 A3k AbE 98 2F Qe =
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TCP= ZE W3E F& AAH Fu 7 A4, a2=lx
el |23}3 UDP= ZE tﬁi Fa
Rk WSMPOM ﬂl*ﬂﬂ = A A
gt

Management Plane Data Plane
A A

r Y A

UDP /TCP / other

WSMP

IPv6

LLC

Security

WAVE MAC
(including channel coordination)

Management

/ “Air -
Alnterface/| =

(23 2) WAVE Z2EZ A=(4)
2.3. AODV
AODV(Ad-hoc On Demand Vector)x Ad-hoc Ul

EfFoM AMEE= BE ZR2EZo|th AODVE
2542 ZF A ZE AP ol 'HAEE Flo] o)
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3.1. TCP SYN Flooding attack

TCP ZEEFo|= FelololEe} An] 7+ W ESY A
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o] SYNS 243le] B 948 A3k} s &
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3.2. Duplicate Address Detection(DAD) DoS
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Fhoh FHE A dsy] 918 DAD 2helS 13k
tH8]. DAD P& vh&3} ok A kEdlA §1A]
Favt AREE 2= QA FA4F 23E NS H7
2 % is—h;]_ 3]]1:]- §H7]£ E‘/&B&‘H rc= Ag}\j% ol

1 Fa7t iwrs}vlw A& gld 4 9lr}h. AEE NS

=2 1
A e vk ol
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A= i].% ° }ﬂ_- 2ko 7] xLA: 7 Aé;d
RREQ Flooding AODV / Network gljfi? A% A Aot WP A2 Ada2 A2 oA
o
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3.3. RREQ Flooding attack
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3.4. Blackhole attack
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3.5. Sybil attack
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Al BEAE 4= 9l DoS 345 $+3s)
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4.1. Greedy Detection for VANET
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4.2. Puzzle-based co-authentication
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S5 B3 o AF Azt HE eHI=E o
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4.3. IP-CHOCK-based detection
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4.4. Black hole attack mitigation

J. Tobin ¢ 39L& FA =k UEYFA
blackhole 342 $+3}sl= WS- A|gkalic}{22]. o] W
W 3 g, a, B AE 559 A /1A A

[<na]

2 el WA E2A & 21 iJ} Az

s \ .
FoA e A ot ok FA AFT A 5F &
Ak 224 w57k 54 FAA 2R ARE B

sl A A2E B ek w
IR s Pu} A AAAE B FAA e
14 wm 2
ek Wt Az ol E9H BE G2 $58
W AT TuPFE TR A FHA) o

Ll




ARRFES]A] (2020. 4) 47

A 2 e}

2}
[e)
%“&l%'}

3 < 49 A S BAx v
Ev dw s g i dAE zlegie) wk o
H)

A A= oA A oA
g e zug 273l 9

B e AEFAAEA V2V SAlE ¢lA
WA 7158 DoS 343 t871E Skl H3) Al

ek vav BAlEelA A 7153 DoSs 34
V2V A4 ARl B AR E S8 34
A etale 7]E IT Al2="el4] EA8 9 DoS 34
=7 t}24] ¢tk BSM DoS 3+ Vav EAlel] AL
= EX vAAE AMLse AR o2 2AEe
A W Bl S}E} d$7ex AR 7)E
of EA3H H&7|es o Ao @A 7has}st
of A-g-ghc). SAll= A=k o] 5437 A Al AHS

}.

i

e o

=2 ] ﬂ]:‘li T}]
Fo ] de7lee] A4ue] AHd Bekde 2
+ oHE ATl 7led Ao s

[1] SAE, “Level of Driving Automation”, SAE
J3061, 2018

2] WAFA s <mlEiabsat Akl A Ak,
2019

[3] Anwer, M. Shahid, Chris GuyA,
VANET Technologies”,
Trends in Computing and Information Sciences
5(9) pp. 661-674, 2014

[4] “IEEE Guide for Wireless Access in Vehicular

“Survey of

Journal of Emerging

Environments (WAVE)-Architecture,” [EEE
Standard 1609.0-2013, 2013.
[5] “IEEE Standard for Wireless Access in

(7]

[11]

[12]

[13]

[14]

Vehicular Environments (WAVE)-Networking
Services,” IEEE Standard 1609.3-2016, 2016
C. E. Perkins and E. M. Royer, “Ad-hoc
on-demand distance vector routing,” Second
IEEE Workshop on Mobile Computing Systems
and Applications, pp. 90-100, 1999

K. Geetha, N. Sreenath, “Detection of SYN
Flooding Attack in Mobile Ad hoc Networks
with AODV Protocol”, RESEARCH ARTICLE -
COMPUTER ENGINEERING AND COMPUTER
SCIENCE, pp. 1161-1172, 2015

Carlos E. Caicedo, James B.D. Joshi, Summit R.
Tuladhar, “IPv6 Security Challenge”, Computer,
vol. 42, no. 2, pp.36-42, Feb 2009

A. S. A. Mohamed Sid Ahmed, R. Hassan and
N. E. Othman,

Protocol

“IPv6 Neighbor Discovery
Specifications, Threats and
Countermeasures: A Survey.”, I[EEE Access, vol.
5, pp. 18187-18210, 2017.

Ping Yi, Zhoulin Dai, Yiping Zhong, Shiyong
Zhang, “Resisting flooding attacks in ad hoc
networks.”  International ~ Conference  on
Information Technology: Coding and Computing
Volume II, pp. 657-662, 2005,

V. Bibhu, K. Roshan, K. Balwant, D. Kumar,
“Performance Analysis of Black Hole Attack in
Vanet”, I. J. Computer Network and Information
Security, pp. 47-54, Nov 2012
Karn, Chaitanya, Gupta, C.P.,
VANETs security attacks and Sybil Attack

detection.”

“A survey on

International Journal of Sensors
Wireless Communications and Control. 6. pp.
45-62. 2016

P. Kafil, M. Fathy, M. Z. Lighvan, “Modeling
Sybil attacker behavior in VANETSs.” 2012 9th
International ISC Conference on Information
Security and Cryptology, pp. 162-168. 2012,
Elsa Mustikawati, Doan Perdana, Ridha Muldina
Negara, “Network Security Analysis in Vanet
Against Black Hole and Jellyfish Attack with
Intrusion Detection System Algorithm”, CommIT

(Communication & Information Technology)



48

AEFPAEA V2V SAIZol49] DoS

o
h)
NE
=
olo
N
>
O

XS
s

_’fL

[15]

[16]

[17]

(18]

[19]

[20]

(21]

[22]

Journal 11(2), pp. 77 - 83, 2017

B. Brecht et al, “A Security Credential
Management System for V2X
Communications.”, [EEE  Transactions on

Intelligent Transportation Systems, vol. 19, no.
12, pp. 3850-3871, Dec. 2018.

L. He and W. T. Zhu, “Mitigating DoS attacks
against  signature-based  authentication in
VANETSs.” [IEEE International Conference on
Computer Science and Automation Engineering
(CSAE), pp. 261-265. 2012

M. Kaur, J. Martin and H. Hu, “Comprehensive
view of security practices in vehicular
networks.”  International ~ Conference  on
Connected Vehicles and Expo (ICCVE), pp.
19-26. 2016

“IEEE Standard for Wireless Access in
Vehicular Environments (WAVE)-Multi-Channel
Operation,” [EEE Standard 1609.4-2016, 2016
M. N. Mgjri, J. Ben-Othman, “GDVAN: A New
Greedy Behavior Attack Detection Algorithm
for VANETS.”, IEEE Transactions on Mobile
Computing, vol. 16, no. 3, pp. 759-771, March
2017.

P. Liu, B. Liu, Y. Sun, B. Zhao, 1. You,
“Mitigating DoS Attacks Against Pseudonymous
Authentication Through Puzzle-Based

Co-Authentication in  5G-VANET,” [EEE
Access, vol. 6, pp. 20795-20806, 2018.

K. Verma, H. Hasbullah, “IP-CHOCK
(filter)-Based detection scheme for Denial of
Service (DoS) attacks in VANET,” International
Conference on Computer and Information
Sciences (ICCOINS), pp. 1-6. 2014

J. Tobin, C. Thorpe, L. Murphy, “An Approach
to Mitigate Black Hole Attacks on Vehicular
Wireless Networks,” [EEE 85th Vehicular
Technology Conference, pp. 1-7, 2017

(M Xp200)
(Sung-young Lee)

4 : ol ke Afolul

A o}l St A

7 2 9 (Ji-min Kim)

201540 29 : o} oA AR A
Bg3t3t ‘i}/‘}

20154 3%~8A) : o}Feh st 7
ety A-uhap £k
<WAEol Auus, Shirl=
/ToT HB.ob

=

Sk

2] 3 7 (Cheong-min Ji)
stuisigl

20124 24 . 0]—|—-q]b‘1—ﬂ _117‘;%_
Bzska) sk

20121 39~ : o}t AE
B 3ska) Auka) Egtkad
<ol Awnel, b=
MloT Hek EZ3Ql Bl odAldo]
B Hgt

% gt ¥ (Man-pyo Hong)
19819 2% : A eosta AAEA
g} gt

19831 8 : AEsta AxkEA
g} A}

1991 29 gt ZHAkr)sk
2} upA}

19851 34~2016 2% :olFulstn A w7 Fe| T
F mr

/\]‘:‘o]:> 74111 7]BM]MEo} °‘Hﬂl’/]_JIoT Halh
%ﬂﬁ, Aeuel, WA



